C. Practical Guidance: Operational Preparedness

Responding to Drone Attacks on Aid Work

Aid agency responsibilities:

Aid agencies have a duty of care towards their staff.
+ Aid agencies have a duty of care towards the communities they serve.
+ Aid agencies should do what they can to maintain vital services.

Response during a drone attack: Guidance for managing staff members and
beneficiaries during a drone attack

Aid agencies need to plan how to manage people they are working with in the eventuality
of a drone attack. These measures do not guarantee safety, and different risks must be
carefully assessed and balanced.

If a crowd is present, encourage people to disperse in as many directions as

possible, which will make it harder for a drone operator to follow any individual

for a targeted attack.

« Make sure that all staff members are aware of emergency procedures.

« Make sure communication methods have been agreed in advance and work as
intended.

« Make sure that staff members responsible for giving instructions to communities are
well trained and know what to do during a drone attack.

Ensure access to cover/shelter for aid workers.

« Make sure all staff know where safe areas and places where they can shelter are
located.

« Make sure instructions have been given for how to support vulnerable members of
your staff and/or the community your agency serves.

Ensure that someone is in a position to monitor the situation and provide updates

as it evolves.

« Designate specific people to monitor the situation.

« Train these people what to look out for.

« Establish clear communication lines and information requirement for what monitors
should pass on to whoever is in charge or other personnel/community members.

Be prepared to provide emergency care as soon as it is safe to do so.

« Make sure the necessary supplies are available to provide emergency medical first
aid care.

« Remember the possibility of double-tap strikes and act appropriately. (These attacks
follow after the initial attack and are specifically designed to target first responders.)
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A drone’s kill zone is seven metres or more.

« Keep people at a safe distance from any landed drone.

Do not touch any munition or any part of the munition.

« It may still detonate or may be booby trapped to detonate if it is touched.

Be aware that the drone operator may still be watching with the drone’s camera.

« The operate may still detonate the munition if someone approaches the drone.

Do not approach a drone or debris from the side the drone’s camera is facing.

If the camera appears to be intact, do not let the operator see that someone is
approaching.

Mark routes to the drone debris or unexploded munition (UXO).

« If possible, identify safe routes to the drone and only allow trained people to
approach it.

Be aware of the possibility of “blinds” (i.e. munitions that fail to detonate).

« This may also include drones that fail to explode, or which get stuck in trees,
electricity wires, etc.

Be aware of potential secondary hazards.

« These include collapsing walls, glass splinters or fires.

Be aware of the possibility of double-tap drone attacks

« These attacks follow after the initial attack and are specifically designed to target first
responders.
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https://bit.ly/SRMDronesAidDealMY
https://bit.ly/SRMDronesAidDealFR
https://bit.ly/SRMDronesAidDealES

This is taken from 'Sudden Threats from the Sky Security Measures against
Drone Strikes Guidance for the Protection of Aid Workers and Aid Operations'
prepared by Insecurity Insight following its January 2025 report entitied 'Hovering
Threats: The Challenges of Armed Drones in Humanitarian Contexts'. All
decisions made on the basis of the document remain the responsibility of the
organisations and individuals making these decisions.

Suggested citation: Insecurity Insight. 2025. Practical Guidance: Personal
Safety: Responding to Drone Attacks on Aid Work, May 2025. Switzerland:
Insecurity Insight. https://bit.ly/SRMDronesAidDeal
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