D. Practical Guidance: Personal Safety

Traveling in High-Risk Areas: What to Know
About Drones

Risks of drone attacks during travel

Drones often target vehicles on the roads or at checkpoints.

Periods and areas of military operations and insurgent activity increase the risk of drone attacks.
¢ Animportant challenge:

Is it safer to identify vehicles as being from an aid agency or for them to blend in with other civilian
traffic?

Risks and mitigation measures while travelling

Travelling between areas in conflict-affected zones — particularly if there is known militant
activity in the area — increases the risks of drone strikes. Drones frequently target vehicles
being used by militants to transport people or supplies, increasing the chance of civilian or
aid vehicles being mistakenly identified as militants’ vehicles or becoming collateral damage,
especially if aid agency vehicles resemble those used by militants. Checkpoints, especially
those controlled by insurgents, are also at risk of being targeted by drone strikes.

The following suggestions are designed to help protect aid agency vehicles against the risk
of drone strikes while they are travelling. These measures may help to keep you and your
staff travelling in vehicles safer, but they cannot guarantee safety.

Display a logo visibly on the vehicle roof OR use a local car without any

identification.

« Decide on the use of logos based on your assessment of whether your organisation’s
vehicles could be targeted or would be protected if they are clearly identified.

Don’t use vehicles that resemble those used by armed entities.
« Don’t use any form of camouflage to disguise vehicles.
« Don'’t use vehicles of the kind that are typically used by insurgents.

Plan travel routes in ways that limit risks of and exposure to drone strikes.

« ldentify safe routes and consider specific risks posed by “choke points” that expose
teams to possible attacks while they are travelling, e.g. bridges, cuttings, and areas
where travellers are more visible and there is less opportunity to evade or hide from
a drone attack.

Plan several different travel schedules and routes.

« Plan routes based on observed armed activity in the area and any possible
checkpoints and “choke points”.

« Vary days, times and, where possible, routes of travel.
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Avoid travelling at times of low visibility.

« Avoid travelling at dusk, at night, or during dust storms or fog, and in particular when
humanitarian actors might be mistaken for combatants.

Provide staff with guidance on best practice.
« Regularly repeat to staff the main guidance principles on how to avoid drone attacks
and how to deal with them if they do occur, so that staff are able to remember these

principles during an emergency. Get them to regularly practise emergency steps they
should take in the event of a drone attack.
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https://insecurityinsight.us12.list-manage.com/subscribe?u=6ca1f5d2d10a8ab5e9333c51f&id=e0600a616e
https://bit.ly/SRMDronesAidTravelMY
https://bit.ly/SRMDronesAidTravelFR
https://bit.ly/SRMDronesAidTravelES

This is taken from 'Sudden Threats from the Sky Security Measures against
Drone Strikes Guidance for the Protection of Aid Workers and Aid Operations'
prepared by Insecurity Insight following its January 2025 report entitied 'Hovering
Threats: The Challenges of Armed Drones in Humanitarian Contexts'. All
decisions made on the basis of the document remain the responsibility of the

organisations and individuals making these decisions.

Suggested citation: Insecurity Insight. 2025. Practical Guidance: Personal
Safety: Traveling in High-Risk Areas: What to Know About Drones, May 2025.
Switzerland: Insecurity Insight. https://bit.ly/SRMDronesAidTravel

Outside When a Inside a Building
Drone is Spotted During a Drone Attack
Traveling in Operational
High-Risk Areas: Preparedness:
What to Know About Responding to Drone

Drones Attacks on Aid Work

h h
H2H Network

Action Support


https://bit.ly/SRMDronesAidMay2025
https://bit.ly/SRMDronesAidMay2025
https://bit.ly/DronesGlobalJan2025
https://bit.ly/DronesGlobalJan2025
https://bit.ly/RMDronesAidTravel
https://bit.ly/SRMDronesAidDeal
https://bit.ly/SRMDronesAidOutside
https://bit.ly/SRMDronesAidInside

